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Introduction

Interconnectedness is a fundamental feature 
of most human endeavors. Whatever the goal, 
success regularly depends on the cooperation of 
different entities, each with their own specialty.

•	 		SolarWinds (December 2020)

•	 Colonial Pipeline (May 2021)

•	 		Kaseya (July 2021)

•	 		PyTorch (December 2022)

•	 		TSCM (February 2023)

•	 		3CX (April 2023)

•	 		Apple, Microsoft, others

•	 		Okta (October 2023)

•	 		Snowflake (May 2024)

•	 		Crowdstrike (July 2024)

In many of these cases, an unexpected yet critical 
player in the global supply chain experiences an event 
(whether because of a targeted attack or an unfortunate 
circumstance) that causes (or had the potential to cause) 
cascading effects. Costs for these types of events are 
difficult to assess, but estimates usually break into the 
billions of dollars and sometimes orders of magnitude 
more, with insured losses only covering a fraction of the 
overall event. In our ever more connected world, in which 
nearly all interactions are mediated through the internet, 
having an in-depth knowledge of the digital supply chain, 
understanding risk, and taking action is critical. 

Bitsight believes that the best way for the global market 
to address these challenges is through the use of 
principled, data-driven analysis of interconnectedness 
and exposure. We are in a unique position to offer insights 
into this increasingly common and impactful problem. 
This report leverages Bitsight data drawn from a variety 
of sources, including third-party relationships, our 
security scanning technologies, entity mapping, and 
financial data.

As we have entered the digital age, new specialities and 
new methods of collaboration have made it easier than ever 
to work together; software can be installed in minutes, and 
services can be accessed with a few clicks and keystrokes. 
This ease of collaboration allows for organizations to 
focus on their mission, while leveraging others to provide 
the necessary tools to navigate the rapidly evolving 
digital landscape. Of course, this extends beyond single 
relationships. Consumers of one product provide to many 
others, who themselves provide to many others, and so 
forth, creating the global supply chain. 

However, this interconnectedness is not without risk. By 
relying on others, organizations develop dependencies 
over which they may have limited control. This means that 
disruptions experienced by partners can affect not just a 
single organization, but also a remarkably large portion of 
the global economy. Recent history has given us numerous 
incidents where a disruption at one single company has 
long-ranging and cascading effects. To name a few in the 
first half of the current decade:

Our array of data resources gives us one of the most comprehensive pictures of 
what the global digital supply chain looks like, where critical links might lie, and 
the cybersecurity performance challenges that organizations face.
3

https://www.bitsight.com/blog/bitsight-analysis-of-solarwinds-orion-part-1-prevalence
https://www.bitsight.com/blog/colonial-pipeline
https://www.bitsight.com/blog/kaseya-ransomware-attack
https://pytorch.org/blog/compromised-nightly-dependency/
https://www.threatdown.com/blog/chip-company-loses-250m-after-ransomware-hits-supply-chain/
https://www.wired.com/story/3cx-supply-chain-attack-times-two/
https://medium.com/@alex.birsan/dependency-confusion-4a5d60fec610
https://techcrunch.com/2023/11/29/okta-admits-hackers-accessed-data-on-all-customers-during-recent-breach/
https://techcrunch.com/2024/06/05/snowflake-customer-passwords-found-online-infostealing-malware/
https://www.bitsight.com/blog/crowdstrike-outage-timeline-and-analysis
https://fortune.com/2024/08/03/crowdstrike-outage-fortune-500-companies-5-4-billion-damages-uninsured-losses/
https://rollcall.com/2021/01/11/cleaning-up-solarwinds-hack-may-cost-as-much-as-100-billion/
https://rollcall.com/2021/01/11/cleaning-up-solarwinds-hack-may-cost-as-much-as-100-billion/
https://www.bitsight.com/blog/the-financial-impact-of-solarwinds-a-cyber-catastrophe-but-insurance-disaster-avoided
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But before we begin to wade through this data, we need 
to define what exactly a supply chain is and what our data 
covers. There are numerous definitions, but the National 
Institute of Standards and Technology has a very good one:

In this work, we are going to examine the organizations 
that deliver the resources and processes (Providers) 
and those that consume those resources and processes 
(Consumers). We’ll also save some characters and 
refer to “resources and processes” as Products. The 
above is an expansive definition, and one that we, or 
indeed anyone, would be able to quantify on a global 
scale. Moreover, Bitisight, being a cyber risk intelligence 
company, is most interested in the digital supply chain: 
those products that only operate through the medium 
transistors that make our modern world tick.

Linked set of resources and processes 
between multiple tiers of developers 
that begins with the sourcing of 
products and services and extends 
through the design, development, 
manufacturing, processing, handling, 
and delivery of products and services to 
the acquirer. -NIST SP 800-37 Rev. 2

In particular, we examine the digital supply chains of 
more than 500,000 consumer organizations, using 
42,600 different products across 12,000 providers, 
comprising nearly 61.5M relationships. This allows us 
to make several key observations:

1.		Supply chains are vast. We find that a typical 
organization employs hundreds of products 
from dozens of providers.

2.		 Providers have 2.5x larger supply chains 
compared with the consumers they serve. 
The providers we observe in our data set 
tend to have larger supply chains compared 
with their consumer customers. With a larger 
attack surface to defend, providers tend not 
to perform as strongly as consumers.

3.		 There are several areas of concentrated 
risk across the supply chain. In some 
sectors and industries, providers who serve 

<1% of companies service more than 50% 
of the market share (based on their clients’ 
revenue).

4.	 We highlight the “Critical 99,” the top 
99 providers weighted by revenue to 
determine the proportion of the market 
share they serve. Additionally, we analyze 

“hidden pillars,” specialized providers that, 
despite lacking global reach, play a crucial 
role in major industries. 

5.		 33% of US organizations rely on companies 
listed by the US Department of Defense as 

“Chinese Military Companies.” In the current 
geopolitical zeitgeist, it is more important 
than ever to understand “who” is in your 
supply chain.

These insights give shape to the complexity that 
securing the global digital supply chain presents. 

https://doi.org/10.6028/NIST.SP.800-37r2
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Products.  Any product or service that an 
organization does not provide itself, but rather 
relies on others. While this can mean either 
digital or physical products, in this research, 
most are digital. Even traditionally physical 
services (say logistics and or shipping) are 
highly digitized and subject to incidents and 
outages. We categorize these into different 
categories of products (more on these below).

Provider. Another organization that provides 
said products.

Consumer. An organization that consumes a 
product from a provider.

How big are Digital Supply Chains? 

The first questions to ask before any data-driven investigation of supply chain risk should be “what is it composed of?” 
and “how big is it?” Of course, enumerating all of the resources and processes used by any organization is challenging, 
but identifying those relationships is Bitsight’s bread and butter. We do our best to enumerate those products and 
services and categorize them into a few buckets:  

Figure 1 displays the frequency 
distribution of each of these metrics 
for a little more than half a million 
organizations.

The scope of Figure 1 clearly shows 
that the size of a digital supply chain 
can be vast. Some organizations rely 
on thousands (or, in rare cases, tens 
of thousands) of different products 
supplied by hundreds of providers. 
Despite this “heavy tail,” we see that 
organizations still typically have to 
manage around 100 different products 
spread across a dozen or so providers. 
When each of these providers has 
their own risk profile, we start to see 
hints of the complexity of supply chain 
management from this single chart.
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Distribution of supply chain size measures

Internet Facing Digital Assets. Bitsight’s 
business was built on scanning the entire internet 
and looking for resources (services running on 
IPs, websites, and other assets) and assessing 
their security. Moreover, we are able to associate 
those resources with particular organizations. 

Hosting Providers. Many organizations don’t 
host their own technical resources. It’s interesting 
to understand what work they offload on others, 
and how often they do so. In particular, cloud 
services providers handle websites, data storage, 
and computation for consumers.

Figure 1 Overall size of supply chain by various measures.

5
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Key Point  
The typical organization has to 
manage hundreds of products, 
and dozens of providers in direct 
relationships. This does not 
include the extended “nth party” 
relationships (the suppliers of 
suppliers).

Of course, one of the key ideas behind supply chain risk is 
that the organizations you depend on also depend on others 
(and they depend on others and so on), constructing the 
metaphorical “chain” of dependencies that are needed to 
keep the global economy afloat. 

These chains contain a great deal of complexity, which 
we’ll save for later research. But we do want to pull back 
the curtain a bit to give you an idea of how that complexity 
manifests. Suppose we were to take all of the organizations 
in Figure 1 and then divide them into those that are known to 
supply digital products and services to other organizations 
(or that we have data indicating they do), and those that only 
consume products and services (Figure 2).

Figure 2  Supply chain size between providers (dark dots) and consumers (light dots).

# of Product Categories # of Internet Facing Assest

# of Products # of Providers

10 10 100 1k 10k 100k

10 100 1k 10 100

Consumer Provider

Distribution of supply chain size measures
What we find here is somewhat 
unsurprising: providers have more 
extensive chains than consumers. 
Specifically, providers (on median):

This larger supply chain does not just mean more 
complexity for the business: it means an increased attack 
surface. Each member of an organization’s supply chain 
is another set of products and technologies that may have 
their own insecurity. Attackers only have to find one of these 
insecurities to achieve their goals, so as the number of 
potential avenues for attack increases, it becomes harder to 
secure them all.

Key Point  
Providers have a larger digital 
supply chain compared with 
consumers, presenting a much 
larger potential attack surface.

•	 	Use 2.5x more products 
compared with consumers

•	 	Have 2.4x more providers 
compared with consumers

•	 	Have a product category 
portfolio that is 26% broader 
than consumers

•	 	Have 10x more internet-
facing assets compared with 
consumers
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Providers may themselves need larger supply chains to 
maintain their business functions, though this also might be 
a reflection of the fact that discovering relationships with 
larger companies is easier, so our data is slightly biased in 
that direction. Before we move on, let’s take a quick glance 
at the full complexity of the global supply chain via a hairball 
(I mean, a network) in Figure 3.

Network diagrams like this often border on useless, but it 
does allow us to see that the overall supply chain network 
relies on a tangled web of dense connections. There are 
further observations to be made about these last two 
figures. First and foremost, while a supply “chain” is a helpful 
metaphor, it is of course a supply network, with layers 
of connections and reconnections. Your organization’s 
providers utilize each other, and their providers likewise 
might utilize you. Figures 2 and 3 tell us a little bit more 
about what this network looks like. In particular, the fact that 

Figure 3 All of the relationships in our third-party risk management data visualized as a network.

providers have more connections and that our “hairball” 
in Figure 3 is so tightly woven together indicates that high 
importance providers are likely to be connected to one 
another. We won’t explore this particular complexity further 
here, but I do want to note that while much of our thinking is 
about single points of failures fanning out to a single layer 
of organizations, the reality is that disruptions cascade and 
reverberate across multiple paths.

Supply chains grow with the size of an organization. It’s 
expected that larger organizations with more diverse needs 
are going to utilize more providers and a wider variety 
of product types. But what do we mean by “larger”? Is it 
the number of employees? Assets? Revenue? Below we 
examine several measures of organizational size leveraging 
detailed financial data on many of the organizations in our 
sample.
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What sticks out in Figure 4 is that there are organizations with dozens of employees but digital footprints that can be 
measured in tens of thousands of active IP addresses. Similarly, we can see organizations with minimal operating revenue 
but thousands of products. Tech’s ability to scale resources quickly means that a small organization’s digital footprint can 
be many times the size of its workforce.

Figure 4 Correlation between organization size and various measures of supply chain size. Color here represents the density 
of organizations with a particular size (supply chain and otherwise). The blue lines are a linear regression indicating a positive 
correlation in all panels.
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organizations by the incident was Delta Air Lines, the second 
largest airline in the US. The disruption of Delta flights had a 
cascading effect across a number of businesses. Meanwhile, 
sixth ranked (and 4x smaller) Alaska Airlines experienced no 
interruptions. Had the situation been reversed, the cascade 
effects may have been smaller.

Ultimately, what we should focus on is both the number of 
organizations a particular provider serves and the market 
share of the organizations who use that provider. For a 
somewhat more abstract example, consider two providers, 
one that serves only a few consumers, but those consumers 
make up 50% of a particular market, and another provider 
which serves the bottom 50% (by size) of all consumers. Both 
are likely to be critical to the global supply, but if we are simply 
measuring by “number of relationships,” the former would not 
seem particularly important.

To capture this, we can calculate the market share of a provider 
in our supply chain data. That is, we calculate the ratio of the 
total revenue of consumers of that provider divided by the total 
revenue of all consumers in our data. If we use this number to 
define how “critical” a provider is, then some providers that 
may not have appeared to be particularly important start to 
emerge as critical links in the global supply chain.

Critical Supply Chain Links 

The thing that folks will most likely be chomping at the bit for is exactly which providers are most utilized across the global 
supply chain. However, we need to work cautiously in understanding what “most utilized” means. We start with the most 
basic view, specifically “what proportion of organizations we track use a particular provider” (Figure 5).

Figure 5 Distribution of proportion of organizations using a particular provider.

A large fraction of the providers in this chart are only used by 
a handful of organizations (less than 1 in 100,000), making 
them pretty sparse. Some are used by nearly everyone 
though, and it includes many household technology names: 

•	 	Microsoft . Enterprise OS and productivity software 
as well as cloud offerings.

•	 	Google. Cloud SaaS and hosting offerings.

•	 	JQuery. The ubiquitous web library that most web 
developers couldn’t survive without. 

•	 	Oracle. Their database and Cloud Offerings.

•	 	Apache. A wide variety of products but primarily their 
web hosting software.

•	 	F5. Some of this is network appliances, but most is their 
ownership of the other large web hosting software Nginx.
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1  There is another conversation to be had not just about a consumer’s size, but also their criticality. For example, a nuclear power plant might have 
500 -800 employees, far less than the 1, 247 employed by the Manchester United Football Club, but an incident that caused a disruption for the power 
plant would likely be more impactful than one that cancelled a football game, though the fans might not think so.  
 
What organizations qualify as “critical” is a policy question that is beyond the current research scope.

But this is a simplification of the story about the supply 
chain. On one hand, these providers are obvious critical 
links, and an outage or security issue in the software they 
provide would be a major event. But not all consumers of 
these providers are the same. For example, consider the 
CrowdStrike outage in July 2024. One of the most impacted 

https://www.nei.org/advantages/jobs
https://www.sportico.com/leagues/soccer/2024/manchester-united-revenue-record-layoffs-employees-1234796912/


1 0 R E P O R T   |   H I D D E N  P I L L A R S :  C Y B E R S E C U R I T Y  R I S K S  W I T H I N  T H E  G L O B A L  S U P P LY  C H A I N

Figure 6  Comparison of proportion of organizations using a particular provider. The blue line is the “break even” line. We note that 
most providers, when weighted by revenue actually have a higher market share than their raw company count.

Let’s take a tiny slice of that graph in a place that might be interesting. In particular, if we examine just providers who have less 
than a 2% market share based on total companies using that provider, but more than 20% by revenue, we get some surprising/
not surprising results in Figure 7.
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Figure 7  A sample of hidden pillars of the global supply chain, i.e. providers that are used by a small subset of very large companies.
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Key Point  
Some providers only serve a small 
number of companies, but a large 
portion of the global supply chain when 
the size of the customer revenue is 
considered. We call these hidden pillars 
of the global supply chain because 
these hidden pillars are critical to the 
global supply chain but may not appear 
so based solely on the number of 
customers they serve.

What’s clear above is most of these hidden pillars of 
the global supply chain are in the tech sector. There are 
more than a few data analytics, software, and processing 
companies (and open source projects) included in that 
plot (i.e. Cloudera, Mathworks, NumPy, PyTorch). ICS 
technologies and energy supply are increasingly viewed 
as critical points in the supply chain, along with places 
where cybersecurity needs to be made a priority. As we 
move forward, we are going to use the term “Market Share” 
to indicate that we are examining how critical a provider is 
weighted by revenue. 

Now that we have the appropriate measure, let’s look at the 
top 992 providers in our data set3.

We won’t spend time elaborating on the particular order 
or location of providers in Figure 8, and instead invite the 
reader to find those that they might use. There are the usual 
players at the top (such as Javascript libraries, Microsoft, 
Google, Oracle). While these providers are used the most, 
they present very different risks in both variety and impact. 
Meta is included because most organizations utilize their 
various tracking and ad services (same with X). If these 

Figure 8 Top 99 providers weighted by revenue to determine the proportion of the market share they serve.

providers fail, it’s probably unlikely that many organizations 
would be affected, other than the failure of some widgets on 
the webpage loading. As mentioned in footnote 1, measuring 
the criticality of a particular provider is difficult.
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2  Why 99 and not a nice round 100? Because that allows us 3 columns that look nice and are evenly divided. In other words: aesthetics.
3  The clause “Our data set” is doing a lot of work here. You may examine Figure 8 and wonder where your favorite provider or competitor or you yourself are. Maybe some of the ordering feels wrong. 
These are valid questions. Any view of the global supply chain is going to be incomplete and ours is no different. It ’s possible the product or service that you are most interested in is not easily visible 
through our data gathering techniques, whereas an alternative is easier to find. Our data is going to be focused on digital products and services (though not exclusively). However, we can be perfectly 
candid in saying this list is not a perfect reflection of reality (no data sample is), but we are firm in our conclusion that these providers are absolutely critical to the global supply chain.
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The criticality of these top companies has not escaped the notice of regulators. In the past, regulators have targeted 
Microsoft over the monopolization of the web browser market, and are currently trying to restore competitiveness to the 
online search market with actions against Alphabet Corporation. While these are generally framed as efforts to break up 
monopolies they may have the effect of reducing concentration risk in the global supply chain. 

Of course, different organizations have different needs, and so the popularity of products is unlikely to be the same for 
Aerospace/Defense contractors as it is for Retail organizations. Figure 9 examines providers that “punch above their 
weight”4 with respect in a particular industry.

Figure 9 Industry market share comparisons.

4  In particular, for each sector we looked at the ratio of the percentage of companies within a particular sector a provider serves 
vs the percentage of the global companies. For each consumer sector we then take the top company.
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What’s striking in Figure 9 is that some of these companies 
make up a small percentage of the global market share but 
a large fraction (in the case of Aptiv Group and Aerospace 
a majority!) of the market share in a particular sector. Many 
of these providers make niche products that dominate a 
particular market segment, making them critical to that 
segment. For example:

•	 	Digital Lending Platforms. A platform supporting 
one-third of global financial institutions, including 
credit unions, could experience an incident, disrupting 
financial operations, delaying loan approvals, and 
exposing sensitive customer data.

•	 	Infrastructure Software for Utilities. A software solution 
managing 25% of global utility infrastructure could 
experience an incident, leading to cascading effects such 
as service disruptions and safety risks.

•	 	Real Estate Management Platforms. A property 
management and rental payment platform is essential for 
tenants and landlords, where an incident could prevent 
rent payments, disrupt cash flows, and create financial 
uncertainty.

https://web.archive.org/web/20210422051009/https://www.justice.gov/atr/microsoft-consent-decree-compliance-advisory-august-1-2003-us-v-microsoft
https://apnews.com/article/google-android-chrome-antitrust-f4b73387d152a1c14c9df65bf0149a69
https://apnews.com/article/google-android-chrome-antitrust-f4b73387d152a1c14c9df65bf0149a69
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There is nothing special about sectors and we can do the 
same for any particular country. For example, if a country 
is particularly dependent on a single provider, incidents 
may lead to a major national, but not a global disruption. 
One particular example is a recent data breach exposed 
PowerSchool students’ sensitive information. In our 
data, Powerschool does not have particularly high global 
market share, less than 1% of the global education market. 
However, in the United Arab Emirates (UAE), they are highly 
represented, serving ~20% of the UAE education market. 
Figure 10 outlines other providers across various industries 
that are critical to the UAE.

Some of the providers are unsurprising. Etisalat is the 
local telecom and mobile provider; it follows that the global 

Figure 10 UAE market share compared to global market share.
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Key Point  
Providers may 
have a small global 
market share, 
but an outsized 
presence in a 
particular sector 
or geography. 

market share would be low while the in-country market 
share would be nearly universal. But just as niche providers 
in particular industries can have an outsized presence, 
the same can be said for providers within a particular 
geography. This is something Bitsight has visibility into.

A related query might be what providers in a specific 
country serve a large proportion of the global supply chain. 
Recently, US policy has considered banning products from 
Russia and China, or requiring the sale of foreign-owned 
assets as was the case with TikTok (parent company 
ByteDance). Many Chinese companies have significant 
global market share, obviously complicating the various 
political choices (Figure 11).

Figure 11 Top Chinese providers to the US supply chain.
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https://techcrunch.com/2025/01/09/powerschool-says-hackers-stole-students-sensitive-data-including-social-security-numbers-in-data-breach/
https://techcrunch.com/2025/01/09/powerschool-says-hackers-stole-students-sensitive-data-including-social-security-numbers-in-data-breach/
https://www.bitsight.com/blog/aftermath-kaspersky-ban
https://www.phonearena.com/news/fcc-wants-to-stop-huawei-from-certifying-wireless-equipment_id157924
https://www.nytimes.com/2024/12/13/business/us-court-tiktok-sale-or-ban.html
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Indeed, five of the above companies (Tencent, China 
Telecom, Qihoo, China Unicom, and Huawei) are 
designated by the US Department of Defense as “Chinese 
Military Companies operating in the United States”. The 
“Third Research Institute of the Ministry of Public Security” 
is explicitly a branch of the Chinese domestic government. 
Nearly every other organization on the above list has had 
some links to the Chinese Military and has been considered 
for some form of regulation by the US government, with a 
potential ban on TikTok (ByteDance’s main product in the 
US) working its way through the US court system.

Whether providers are serving a particular niche or not, 
knowing more about how these providers operate is critical. 
One obvious hypothesis is that larger companies will have 
more market share, but we are also curious about whether 
more technologically inclined companies might have higher 
market share. Organizations who have explored further 
down the “digitization” path are likely to have a larger attack 

surface and may be more prone to cyber incidents. As a 
rough measure of digitization, we look at the number of 
internet-facing assets per employee. We examine both 
these hypotheses in Figure 12.

Figure 12 Digitization and organizations and market share.

Key Point  
33% of the US supply chain relies 
on companies listed by the US Dept 
of Defense as a “Chinese Military 
Company.” Two-thirds of the US 
supply chain relies on the companies 
in Figure 11.
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Figure 12 indicates that provider size and level of digitization do correlate with the market share, though weakly with assets 
per employee. In particular, larger organizations tend to have larger market share, an unsurprising result given we expect 
as companies grow that their relationships will grow both in the number of customers and the size of those customers. 
There are exceptions though, that is, organizations that have only a handful of employees, but have a very high market 
share. Perhaps unsurprisingly, among them are popular web frameworks Angular and React, open source, widely used 
with large company backing (Google and Meta respectively), but with a small team of custodians.

5  Forthcoming research will examine this in far more depth. 
6  This does significantly correlate based on spearman’s rho correlation coefficient. 

https://public-inspection.federalregister.gov/2025-00070.pdf
https://public-inspection.federalregister.gov/2025-00070.pdf
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On the right-hand side there is a weaker positive correlation. 
Organizations that are more digitized tend to have larger market 
share. Because we are examining “assets per employee” this is at 
least somewhat orthogonal to the total number of employees. This 
certainly seems to make sense given how revolutionary computing 
has been in the last century and our data focus on technology. 
Again, the correlation is not strong and there are examples of 
sparsely digitized organizations serving a large segment of the 
market. Some examples serving more than 10% of the global market 
with high levels of digitization are analytics companies monitoring 
cloud (Zabbix, Hashicorp), customer data (Amplitude, SnowPlow, 
Tradedesk, DoveCot), AI (Amplience), and Blockchain (Elliptic). 

Figure 13 Average risk vector scores for providers and non-providers in our data set. (A note about the term “non-provider:” recall from the introduction 
that every organization is a “provider” in the sense that they provide products and/or services within an economy, but we have already made the 
distinction here between those we classify as providers and have links to in our data, and those that we don’t.)

Key Point  
In the global supply chain, 
critical organizations with 
large market share may have 
just a few dozen employees. 

Security Performance in Critical Supply Chain Links 

The next pressing question is to examine how well companies fare in their cybersecurity posture. A critical company with 
a large digital footprint and a high number of security issues could prove a blinking red light for our digital supply chain. 

It’s worth it to take a second to point out that larger, more digitally forward providers are going to have more systems and 
therefore, more exposures. These organizations are often required to have best in class compensating controls and 
security processes that prevent major incidents. 

This is still an area in which we at Bitsight tread carefully, as we don’t want to guide attackers to critical infrastructure, so 
we’ll stop short of indicating who is both a critical supply chain player and less than perfect at security. The first step in our 
analysis is to ask if providers are better or worse at security compared to consumers.

Headline Rating

Breaches

Open Ports

DNS

Insecure Systems

Botnets

DKIM

Patching Cadence

Spam

SPF

Endpoint Security

TLS Certificates

Mobile Endpoint Security

HTTP Headers

Unexplained Communication

Web Application Security

DMARC

TLS Security

Potentially Exploited

Server Software Security

Mobile Application Security

Malware Servers

Torrents

Provider Consumer

40 45 50 55 60 65 70 75 80 85 90 95 100
Average Risk Vector Percentile

Provider Better Provider Worse

1 5



1 6 R E P O R T   |   H I D D E N  P I L L A R S :  C Y B E R S E C U R I T Y  R I S K S  W I T H I N  T H E  G L O B A L  S U P P LY  C H A I N

On average, providers tend to have slightly lower security ratings than consumers, with differences of up to 20% in 16 of the 
22 Bitsight risk vectors analyzed. Notably, providers perform better in four of the six vectors related to security standards 
(DMARC, SPF, DKIM, and DNSSEC), which aligns with expectations for larger, more tech-focused organizations. 
Considering these observations, we can consider a few root causes for the consistent difference in performance by 
providers and consumers:

1.  Providers leverage digital infrastructure as a means of business, as such they will have a greater digital footprint 
and therefore more digital risk [Gallagher Re’s Scanning the Horizon | Bitsight].

2.  There is a potential risk transfer occurring, where, when providers are solving specific business problems for 
consumers, they are also absorbing the cyber risks associated with the problems.

3.  Providers tend to have a higher volume of exposures, and better compensating and reactive controls.

The next hypothesis to test is exactly which providers have lower scores. The hope would be that its providers with a small 
market share, only serving a handful of customers who are the ones in the bottom. However, the answer seems to be no. 
In the interest of simplifying things a little bit, we’ll divide the Bitsight Headline rating into the top and bottom percentiles in 
Figure 14.

Figure 14 Letter grades of providers across various levels of market penetration. Dashed lines through the 
bar represent the overall distribution of letter grades for all organizations.
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What Figure 14 makes clear is that, regardless of how 
prominent a particular provider is within the supply chain, 
some are in the bottom half of the field (and the top!) when 
it comes to security posture. Typically, as market share 
increases there is also an increase in digital infrastructure, 
risk transfer, and security findings, but this comes 
with more funding, better talent, more mature reactive 
processes, and more sophisticated compensating 
controls. 

Key Point  
Large providers (and providers in 
general) tend to have worse security 
posture than the overall population of 
organizations that Bitsight monitors.

https://www.bitsight.com/resources/gallagher-res-scanning-horizon
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Figure 15 New Event rates for providers vs market share.

So, based on Bitsight’s risk vectors, who are those critical 
global supply providers that don’t have the best security 
posture? We aren’t going to name names here for fear the 
bad guys will focus on them for maximum disruptive value, 
but we’ll refer to them in generic terms:
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2.	A European Manufacturing corporation

3.	Several network device suppliers
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5.	A large Payment Processor
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Let’s move beyond the headline rating and toward some details into the actual ratings. One measure of security posture 
is the rate at which new findings develop for various providers. Each finding could be the entry point for an attacker, so the 
more findings an organization has, the more worried we might be. However, we also acknowledge that organizations with a 
larger attack surface (i.e. more internet-facing assets) are more prone to having findings. To pull these ideas together into 
one measure, we examine the number of new findings per provider, per publicly facing asset for a few of the mentioned risk 
vectors in Figure 15.

1 7

The lack of correlation here is the story. Regardless of market 
share there are providers who have extremely high and 
low event rates. We note that the selected risk vectors here 
present real, immediate risk to organizations that are either 
current infections (Potentially Exploited, Botnet Infections, 
unexplained communication) or exposed security risks 
(Open Ports, Vulnerabilities, Insecure Systems): 

For one of these risk vectors, patching cadence, the event 
rate is only part of the signal. The other major signal is the time 
it takes to remediate the vulnerabilities. So let’s try to focus 
our attention and examine all of these things at once.

•	 An EMEA transportation company with 20% global 
market share has an insecure system rate in the worst 
25% (in a year, 1 in 3400 systems has an insecure 
system finding).

•	 	A US based marketing corporation has 14% global 
market share in the worst 25% botnet infection rate (in a 
year, 1 in 3,000 systems would have a botnet infection). 

•	 	An APAC manufacturing company has ~10% global 
market share and is in the worst quartile for open ports 
(1 in 6500 assets has a negative open port finding).

•	 	A Fortune 500 energy company with 34% global 
market share in the worst quartile of insecure systems.
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Figure 16 New Event rates for providers vs market share.

1 every
10k assets

per year

1 every
100 assets

per year

1 per asset
per year

0.00001% 0.01% 10%
Market Share

New Vulns
per year

per asset

Total Assets

500

50k

500k

Median
Remediation
Time

100

200

300

There is a correlation here between very large 
organizations (measured by number of assets) and the 
number of events per day (larger bubbles tend to be 
located higher vertically). The critical bit is that there are 
providers with a large number of assets that have open 
vulnerabilities for a relatively long period, a large attack 
surface with respect to the number of assets, and serve a 
large portion of the global supply chain. Truly a recipe for 
supply chain risk. 

One question to answer from that chart is “are there 
companies with particularly high risk profiles?” And the 
answer is unfortunately, yes. A couple of examples:

These companies may present a real threat to the global 
supply chain and could very well be the nexus of the next 
major supply chain incident.

Key Point  
There are major supply chain players 
(>25% market share) that have a 
large market share, a large attack 
surface with many vulnerabilities, 
and exceptionally long remediation 
times for those vulnerabilities. 

•	 An EMEA manufacturing company with long-standing 
open vulnerabilities (many over three years old), with 
five new vulnerabilities added per day, more than 181k 
assets on the open internet, and is involved in 26.5% of 
the global supply chain.

•	 A US data center company that takes longer than 
a year to fix the typical vulnerability, with four new 
vulnerabilities per day, serves more than 10% of the 
global supply chain, and has more than 47k publicly 
facing assets.

Key Point  
There are 
providers with 
large market share 
that are among 
some of the 
worst performing 
security 
organizations.
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Conclusions and Recommendations

•	 Enumerate your supply chain. Knowing is half the battle, 
and the first step here is understanding who is enabling your 
organization’s mission.

•	 Evaluate criticality. Every piece of equipment, software, 
and data your company utilizes was selected after due 
consideration. But some are more critical than others. A gap in 
marketing analytics will not be quite as devastating as a major 
cloud provider shutdown.

•	 Assess your providers’ security. The first step to knowing 
who your critical providers are is to understand their security 
posture. Bitsight can of course help to identify how these 
organizations are doing with outside assessments.

•	 Reach out. These providers may not have a clear view of their 
own security issues. Bitsight includes the ability to Enable 
Vendor Access, a process in which you can share findings 

We’ve traversed many supply chain links in the preceding 
pages. What we hope to convey the most here is that the 
“supply chain” is not really a chain at all. A chain implies a 
series of linear, uniform, interconnected links, each as prone 
to failure as the next (if the chain is any good, that is). But 
what the global supply chain really resembles is a complex 
web of connections, with unexpected nexuses that have 
high variability with respect to their security posture. 

We must note that any sort of scientific investigation like 
this requires us to take a step back and understand how 
we might be missing the complete picture. As we noted in 
the text, it is nigh impossible to see the totality of the global 
supply chain, and the providers we examine here are more 
likely to be larger and more tech focused in their offerings. 
While incomplete, it does mean we are more likely to capture 
and evaluate critical providers in the cyber portion of the 
supply chain, which was the ultimate goal of this study.

Additionally, while we have identified critical providers 
in the sense that they serve a large portion of the global 
supply chain (or a particular industry), their services might 
not be critical in the day-to-day running of an organization. 
The economic impact of being unable to track web 
advertisements would likely break a few things, but it would 
be unlikely to grind any particular portion of the economy 
to a halt. But assessing the criticality of providers at scale 
remains a challenge for future work.

Finally, one portion of the supply chain that we’ve skirted 
is the notion of how risk might be concentrated in various 
cloud providers. Unlike the above, we do have visibility 
into cloud usage, including among providers, what cloud 
regions they operate in, and even the services they offer. 
There is much more to come on this, but it is another layer of 
complexity that wouldn’t quite fit in this already substantial 
report. 

about one of your providers with that provider so they can 
in turn improve their security posture (and the continued 
operation of your business).

•	 Look deeper. With your third-party network on its way to 
better security, it ’s time to examine how your extended supply 
chain is fairing. Are your most critical providers themselves 
dependent on a less-than-secure third party (fourth party 
to you) provider? In this case, it may be time to evaluate what 
you can do for the fourth party, or maybe shore up your own 
resources with redundancy.

•	 Evaluate your own criticality. If your own organization is a 
critical player in the global supply chain, then it ’s possible 
that an incident could not just affect you, but also disrupt the 
supply chain in a way that could be orders of magnitude more 
costly than the incident itself.

If the global supply chain is a tangled web of providers of physical goods, software, services, and hosting, then this is also 
true of any particular organization’s supply chain. It’s likely smaller, but still likely dauntingly large. So what is a CISO or risk 
manager to do in the face of this complexity? 

If you’re looking to better understand and manage cybersecurity risks, reach out to Bitsight. Our cyber risk intelligence 
solutions empower you to rapidly identify exposure, detect threats, and communicate and mitigate cyber risk. Bitsight 
insights fuel better decision-making and risk mitigation across your extended attack surface. In addition, Bitsight has 
industry-leading insights on countries, locales, and critical national infrastructure.

Get started with a free vendor risk assessment for up to 20 vendors, giving you visibility into the security posture of your 
supply chain.

http://www.bitsight.com
https://www.bitsight.com/report/third-party-risk-management
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Methodology

This analysis relies on data from three different data sources 
collected by Bitsight. 

1.	Fourth party relationship data. This consists of known 
relationships between entities and the products/services they 
leverage. This data is both derived from first-party data collected 
by Bitsight, as well as other services. We err on the side of “this 
relationship exists” when there is possible noise, as we think 
organizations would want the most expansive view of their 
potential supply chain.

2.	 Organization data. One of Bitsight’s strengths comes from its 
ability to not only identify internet assets, but who ultimately 
owns and controls them. This “entity” data is further enriched 
with firmographic data allowing Bitsight to know not just the 
technologies and potential security issues with an asset, but 
who is responsible for them. We combine this with external 
firmographic data from other sources to derive a more complete 
picture of an organization’s features.

3.	 Events data. Security data is derived from the wide variety of 
Bitsight’s security assessment technologies, which examine an 
organization’s diligence in maintaining good security hygiene, 
evidence of current compromise, and history of past incidents.

The results in this research are derived from a snapshot of data 
collected at the end of October of 2024. 

Bitsight TRACE is Bitsight’s security research and intelligence team. Composed of researchers and threat analysts with deep 
cybersecurity experience, the team investigates and publishes information on emerging malware, vulnerabilities, and threats. 
Our researchers leverage Bitsight’s extensive cyber data collection, mapping, and attribution technology to not only investigate 
security incidents, but oftentimes identify a range of vulnerabilities and threats. The research is used throughout the security 
community to improve cyber readiness.


